
 

 

 

 

 

 

Circular No 290/2018 

Dated 5 Dec 2018 

 

To Members of the Malaysian Bar 

 

Public Statement by the Financial Action Task Force on Money Laundering 

  

The Financial Action Task Force (“FATF”) issued a public statement on 19 Oct 2018 on 

jurisdictions that have strategic deficiencies in their anti-money laundering and counter 

financing of terrorism (“AML/CFT”) regime. 

 

Bank Negara Malaysia (“BNM”) issued a notice on 25 Oct 2018 to inform reporting 

institutions (“RIs”) of FATF’s public statement.  

 

In the public statement, FATF called upon its members and other jurisdictions to apply 

effective countermeasures and targeted financial sanctions in accordance with the applicable 

United Nations Security Council Resolutions against the Democratic People’s Republic of 

Korea (“DPRK”) (please refer to Appendix I of the attachment). 

 

RIs were reminded to conduct enhanced customer due diligence for business relationships 

and transactions with any person from DPRK, including those acting on their behalf. 

 

The public statement also mentions that RIs should consider other jurisdictions that are being 

monitored by FATF as having inadequate AML/CFT system for which they have developed 

an action plan with FATF as part of the RI’s risk assessment process (please refer to 

Appendix II of the attachment). 

 

Please note that The Bahamas, Botswana, and Ghana have been included in FATF’s 

monitoring process due to their strategic counter-terrorist financing deficiencies. 

 

Click here to visit FATF’s website for more information on the abovementioned statements 

and other monitored jurisdictions. 

 

A copy of BNM’s notice, including the public statement by FATF (Appendix I) and 

Appendix II, is attached for your reference. 

 

Should you have any enquiries relating to the notice from BNM, please contact Arni Jailun 

(03-2698 8044 ext 8493 / arnijailun@bnm.gov.my), or Muhammad Fikri Abdullah (03-2698 

8044 ext 7401 / fikriabd@bnm.gov.my). 

 

Thank you. 

 

Andrew Khoo Chin Hock and Karen Cheah Yee Lynn 

Co-Chairpersons 

Subcommittee on AMLA of the Legal Profession Committee 

http://www.fatf-gafi.org/
mailto:arnijailun@bnm.gov.my
mailto:fikriabd@bnm.gov.my
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Public Statement - October 2018

Paris, France, 19 October 2018 - The Financial Ac�on Task Force (FATF) is the global standard-se�ng body for an�-money laundering and comba�ng the financing of terrorism
(AML/CFT). In order to protect the interna�onal financial system from money laundering and financing of terrorism (ML/FT) risks and to encourage greater compliance with the
AML/CFT standards, the FATF iden�fies jurisdic�ons that have strategic deficiencies and works with them to address those deficiencies that pose a risk to the interna�onal
financial system.

Jurisdic�on subject to a FATF call on its members and other jurisdic�ons to apply counter-measures to protect the interna�onal financial system from the ongoing and
substan�al money laundering and  financing of terrorism (ML/FT) risks.

Democra�c People's Republic of Korea (DPRK)
The FATF remains concerned by the DPRK’s failure to address the significant deficiencies in its an�-money laundering and comba�ng the financing of terrorism (AML/CFT) regime
and the serious threats they pose to the integrity of the interna�onal financial system. The FATF urges the DPRK to immediately and meaningfully address its AML/CFT
deficiencies. Further, the FATF has serious concerns with the threat posed by the DPRK’s illicit ac�vi�es related to the prolifera�on of weapons of mass destruc�on (WMDs) and
its financing.
The FATF reaffirms its 25 February 2011 call on its members and urges all jurisdic�ons to advise their financial ins�tu�ons to give special a�en�on to business rela�onships and
transac�ons with the DPRK, including DPRK companies, financial ins�tu�ons, and those ac�ng on their behalf. In addi�on to enhanced scru�ny, the FATF further calls on its
members and urges all jurisdic�ons to apply effec�ve counter-measures, and targeted financial sanc�ons in accordance with applicable United Na�ons Security Council
Resolu�ons, to protect their financial sectors from money laundering, financing of terrorism and WMD prolifera�on financing (ML/FT/PF) risks emana�ng from the DPRK.
Jurisdic�ons should take necessary measures to close exis�ng branches, subsidiaries and representa�ve offices of DPRK banks within their territories and terminate
correspondent rela�onships with DPRK banks, where required by relevant UNSC resolu�ons.

Jurisdic�on subject to a FATF call on its members and other jurisdic�ons to apply enhanced due diligence measures propor�onate to the risks arising from the jurisdic�on.

Iran
In June 2016, the FATF welcomed Iran’s high-level poli�cal commitment to address its strategic AML/CFT deficiencies, and its
decision to seek technical assistance in the implementa�on of the Ac�on Plan. Given that Iran provided that poli�cal
commitment and the relevant steps it has taken, the FATF decided in June 2018 to con�nue the suspension of counter-measures.
In December 2017, Iran established a cash declara�on regime. Since June 2018, Iran has enacted amendments to its Counter-Terrorist Financing Act and Parliament has passed
amendments to its AML law and bills to ra�fy the Palermo and TF Conven�ons. The FATF notes the progress of the legisla�ve efforts. As with any country, the FATF can only
consider fully enacted legisla�on. Once the remaining legisla�on is fully in force, the FATF will review this alongside exis�ng enacted legisla�on to determine whether the
measures contained therein address Iran’s Ac�on Plan, in line with the FATF standards.  Iran’s ac�on plan expired in January 2018. In October 2018, the FATF noted that the
following items are s�ll not completed and Iran should fully address its remaining items, including: (1) adequately criminalising terrorist financing, including by removing the
exemp�on for designated groups “a�emp�ng to end foreign occupa�on, colonialism and racism”; (2) iden�fying and freezing terrorist assets in line with the relevant United
Na�ons Security Council resolu�ons; (3) ensuring an adequate and enforceable customer due diligence regime; (4) ensuring the full independence of the Financial Intelligence
Unit and requiring the submission of STRs for a�empted transac�ons; (5) demonstra�ng how authori�es are iden�fying and sanc�oning unlicensed money/value transfer service
providers; (6) ra�fying and implemen�ng the Palermo and TF Conven�ons and clarifying the capability to provide mutual legal assistance; (7) ensuring that financial ins�tu�ons
verify that wire transfers contain complete originator and beneficiary informa�on; (8) establishing a broader range of penal�es for viola�ons of the ML offense; and (9) ensuring
adequate legisla�on and procedures to provide for confisca�on of property of corresponding value. The FATF decided at its mee�ng this week to con�nue the suspension of
counter-measures. However, the FATF expresses its disappointment that the majority of the Ac�on Plan remains outstanding and expects Iran to proceed swi�ly in the reform path
to ensure that it addresses all of the remaining items by comple�ng and implemen�ng the necessary AML/CFT reforms. By February 2019, the FATF expects Iran to have brought
into force the necessary legisla�on in line with FATF standards, or the FATF will take further steps to protect against the risks emana�ng from deficiencies in Iran’s AML/CFT regime.
The FATF also expects Iran to con�nue to progress with enabling regula�ons and other amendments. Iran will remain on the FATF Public Statement un�l the full Ac�on Plan has
been completed. Un�l Iran implements the measures required to address the deficiencies iden�fied in the Ac�on Plan, the FATF will remain concerned with the terrorist financing
risk emana�ng from Iran and the threat this poses to the interna�onal financial system. The FATF, therefore, calls on its members and urges all jurisdic�ons to con�nue to advise
their financial ins�tu�ons to apply enhanced due diligence, including obtaining informa�on on the reasons for intended transac�ons, to business rela�onships and transac�ons
with natural and legal persons from Iran, consistent with FATF Recommenda�on 19.
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Improving Global AML/CFT Compliance: On-going Process - 19 October
2018

Paris, France, 19 October 2018 - As part of its ongoing review of compliance with the AML/CFT standards, the FATF iden�fies the following jurisdic�ons that have strategic AML/CFT
deficiencies for which they have developed an ac�on plan with the FATF. While the situa�ons differ among each jurisdic�on, each jurisdic�on has provided a wri�en high-level
poli�cal commitment to address the iden�fied deficiencies. The FATF welcomes these commitments.

A number of jurisdic�ons have not yet been reviewed by the FATF. The FATF con�nues to iden�fy addi�onal jurisdic�ons, on an ongoing basis, that pose a risk to the interna�onal
financial system.

The FATF and the FATF-style regional bodies (FSRBs) will con�nue to work with the jurisdic�ons noted below and to report on the progress made in addressing the iden�fied
deficiencies. The FATF calls on these jurisdic�ons to complete the implementa�on of ac�on plans expedi�ously and within the proposed �meframes. The FATF will closely monitor
the implementa�on of these ac�on plans and encourages its members to consider the informa�on presented below.

Jurisdic�ons with strategic deficiencies

The Bahamas 
Botswana 
Ethiopia 
Ghana 
Pakistan 
Serbia 
Sri Lanka 
Syria 
Trinidad and Tobago 
Tunisia 
Yemen

The Bahamas

In October 2018, The Bahamas made a high-level poli�cal commitment to work with the FATF and CFATF to strengthen the effec�veness of its AML/CFT regime and address any
related technical deficiencies. The Bahamas will work to implement its ac�on plan to accomplish these objec�ves, including by: (1) developing and implemen�ng a comprehensive
electronic case management system for interna�onal coopera�on; (2) demonstra�ng risk-based supervision of non-bank financial ins�tu�ons; (3) ensuring the �mely access to
adequate, accurate and current basic and beneficial ownership informa�on; (4) increasing the quality of the FIU’s products to assist LEAs in the pursuance of ML/TF inves�ga�ons,
specifically complex ML/TF and stand-alone ML inves�ga�ons; (5) demonstra�ng that authori�es are inves�ga�ng and prosecu�ng all types of money laundering, including complex
ML cases, stand-alone money laundering, and cases involving proceeds of foreign offences; (6) demonstra�ng that confisca�on proceedings are ini�ated and concluded for all types
of ML cases; and (7) addressing gaps in the TF and PF TFS frameworks and demonstra�ng implementa�on.

Botswana

In October 2018, Botswana made a high-level poli�cal commitment to work with the FATF and ESAAMLG to strengthen the effec�veness of its AML/CFT regime and address any
related technical deficiencies. Botswana will work to implement its ac�on plan to accomplish these objec�ves, including by: (1) assessing the risks associated with legal persons,
legal arrangements, and NPOs, and developing and implemen�ng a risk-based comprehensive na�onal AML/CFT strategy; (2) developing and implemen�ng risk-based AML/CFT
supervisory manuals; (3) improving its analysis and dissemina�on of financial intelligence by the FIU, and enhancing the use of financial intelligence among the relevant law
enforcement agencies; (4) developing and implemen�ng CFT strategy, and ensuring the TF inves�ga�on capacity of the law enforcement agencies; (5) ensuring the implementa�on
without delay of targeted financial sanc�ons measures related to terrorist financing and prolifera�on financing, and (6) applying a risk-based approach to monitoring  non-profit
organisa�ons.

Ethiopia

Since February 2017, when Ethiopia made a high-level poli�cal commitment to work with the FATF and ESAAMLG to strengthen its effec�veness and address any related technical
deficiencies, Ethiopia has taken steps towards improving its AML/CFT regime, including by commencing risk-based supervision for DNFBPs and non-profit organisa�ons (NPOs) and
developing guidance for the iden�fica�on, freezing and confisca�on of assets. Ethiopia should con�nue to work on implemen�ng its ac�on plan to address its strategic deficiencies,
including by establishing and implemen�ng prolifera�on financing-related targeted financial sanc�ons.

Ghana

In October 2018, Ghana made a high-level poli�cal commitment to work with the FATF and GIABA to strengthen the effec�veness of its AML/CFT regime and address any related
technical deficiencies. Ghana will work to implement its ac�on plan to accomplish these objec�ves, including by: (1) developing and implemen�ng a comprehensive na�onal
AML/CFT Policy based on the risks iden�fied in the NRA, including measures to mi�gate ML/TF risks associated with the legal persons; (2) improving risk-based supervision, by
enhancing the capacity of the regulators and the awareness of the private sector; (3) ensuring the �mely access to adequate, accurate and current basic and beneficial ownership
informa�on; (4) ensuring the focused ac�ons of the FIU in accordance with the risks iden�fied by the NRA, and adequate resource alloca�on to the FIU; (5) ensuring adequate and
effec�ve inves�ga�on and prosecu�on of TF; and (6) applying a risk-based approach for monitoring non-profit organisa�ons.
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Pakistan

In June 2018, Pakistan made a high-level poli�cal commitment to work with the FATF and APG to strengthen its AML/CFT regime and to address its strategic counter-terrorist
financing-related deficiencies. Pakistan will work to implement its ac�on plan to accomplish these objec�ves, including by: (1) demonstra�ng that TF risks are properly iden�fied,
assessed, and that supervision is applied on a risk-sensi�ve basis; (2) demonstra�ng that remedial ac�ons and sanc�ons are applied in cases of AML/CFT viola�ons, and that these
ac�ons have an effect on AML/CFT compliance by financial ins�tu�ons; (3) demonstra�ng that competent authori�es are coopera�ng and taking ac�on to iden�fy and take
enforcement ac�on against illegal money or value transfer services (MVTS); (4) demonstra�ng that authori�es are iden�fying cash couriers and enforcing controls on illicit
movement of currency and understanding the risk of cash couriers being used for TF; (5) improving inter-agency coordina�on including between provincial and federal authori�es
on comba�ng TF risks; (6) demonstra�ng that law enforcement agencies (LEAs) are iden�fying and inves�ga�ng the widest range of TF ac�vity and that TF inves�ga�ons and
prosecu�ons target designated persons and en��es, and persons and en��es ac�ng on behalf or at the direc�on of the designated persons or en��es; (7) demonstra�ng that TF
prosecu�ons result in effec�ve, propor�onate and dissuasive sanc�ons and enhancing the capacity and support for prosecutors and the judiciary; and (8) demonstra�ng effec�ve
implementa�on of targeted financial sanc�ons (supported by a comprehensive legal obliga�on) against all 1267 and 1373 designated terrorists and those ac�ng for or on their
behalf, including preven�ng the raising and moving of funds, iden�fying and freezing assets (movable and immovable), and prohibi�ng access to funds and financial services; (9)
demonstra�ng enforcement against TFS viola�ons including administra�ve and criminal penal�es and provincial and federal authori�es coopera�ng on enforcement cases; (10)
demonstra�ng that facili�es and services owned or controlled by designated person are deprived of their resources and the usage of the resources. 

Serbia

Since February 2018, when Serbia made a high-level poli�cal commitment to work with the FATF and MONEYVAL to strengthen the effec�veness of its AML/CFT regime and address
any related technical deficiencies, Serbia has taken steps towards improving its AML/CFT regime, including by: upda�ng and communica�ng the results of its NRA;  and
demonstra�ng the inves�ga�on and prosecu�on of third-party and stand-alone ML. Serbia should con�nue to work on implemen�ng its ac�on plan to address its strategic
deficiencies, including by: (1) demonstra�ng that obligated en��es have adequate risk mi�ga�on-related requirements; (2) subjec�ng lawyers to AML/CFT supervision in prac�ce,
integra�ng the results of ins�tu�onal risk assessments into supervisory matrices, and demonstra�ng the �mely and effec�ve imposi�on of sanc�ons; (3) demonstra�ng that
competent authori�es have �mely access to beneficial ownership informa�on regarding legal persons, and that such informa�on is adequate, accurate, and current; (4)
demonstra�ng the implementa�on without delay of targeted financial sanc�ons measures related to terrorist financing and taking propor�onate measures for non-profit
organisa�ons in line with a risk-based approach; and (5) demonstra�ng the implementa�on without delay of targeted financial sanc�ons related to prolifera�on financing.

Sri Lanka

Since November 2017, when Sri Lanka made a high-level poli�cal commitment to work with the FATF and APG to strengthen the effec�veness of its AML/CFT regime and address
any related technical deficiencies, Sri Lanka has taken steps towards improving its AML/CFT regime, including by providing case studies and sta�s�cs to demonstrate that competent
authori�es can obtain beneficial ownership informa�on in rela�on to legal persons in a �mely manner; issuing amendments to the direc�ve in rela�on to CDD obliga�ons; and
establishing a targeted financial sanc�ons regime to implement relevant UNSCRs related to Iran and issuing a related direc�ve. Sri Lanka should con�nue to work on implemen�ng
its ac�on plan to address its strategic deficiencies, including by enhancing risk-based supervision high-risk DNFBPs, including through prompt and dissuasive enforcement ac�ons
and sanc�ons, as appropriate; and demonstra�ng effec�ve implementa�on of its targeted financial sanc�ons obliga�ons related to prolifera�on financing.

Syria

Since February 2010, when Syria made a high-level poli�cal commitment to work with the FATF and MENAFATF to address its strategic AML/CFT deficiencies, Syria has made
progress to improve its AML/CFT regime. In June 2014, the FATF determined that Syria had substan�ally addressed its ac�on plan at a technical level, including by criminalising
terrorist financing and establishing procedures for freezing terrorist assets. While the FATF determined that Syria has completed its agreed ac�on plan, due to the security situa�on,
the FATF has been unable to conduct an on-site visit to confirm whether the process of implemen�ng the required reforms and ac�ons has begun and is being sustained. The FATF
will con�nue to monitor the situa�on, and will conduct an on-site visit at the earliest possible date.

Trinidad and Tobago

Since November 2017, when Trinidad and Tobago made a high-level poli�cal commitment to work with the FATF and CFATF to strengthen the effec�veness of its AML/CFT regime
and address any related technical deficiencies, Trinidad and Tobago has taken steps towards improving its AML/CFT regime, including by enac�ng amendments to its An�-Terrorism
Act and legisla�on on criminal jus�ce reforms which will speed up considera�on of ML cases in courts. Trinidad and Tobago should con�nue to work on implemen�ng its ac�on plan
to address its strategic deficiencies, including by: (1) adop�ng and implemen�ng the relevant measures to further enhance interna�onal coopera�on; (2) addressing issues related
to transparency and beneficial ownership; (3) comple�ng the legisla�ve efforts to enhance the processing of ML charges before the courts; (4) taking measures to enhance tracing
and confisca�on of criminal proceeds; (5) ensuring TFS are implemented without delay and implemen�ng measures to monitor NPOs on the basis of risk; and (6) developing,
adop�ng, and implemen�ng the necessary framework to counter prolifera�on financing.

Tunisia

Since November 2017, when Tunisia made a high-level poli�cal commitment to work with the FATF and MENAFATF to strengthen the effec�veness of its AML/CFT regime and
address any related technical deficiencies, Tunisia has taken steps towards improving its AML/CFT regime, including by conduc�ng outreach to the DNFBPs to raise their awareness
of the AML/CFT obliga�ons, and hiring and training financial analysts of the FIU. Tunisia should con�nue to work on implemen�ng its ac�on plan to address its strategic deficiencies,
including by: (1) fully integra�ng the DNFBPs into its AML/CFT regime; (2) maintaining comprehensive and updated commercial registries and strengthening the system of sanc�ons
for viola�ons of transparency obliga�ons; (3) con�nuing to demonstrate increasing efficiency with regard to suspicious transac�on report processing; (4) demonstra�ng that its
terrorism-related TFS regime is fully func�onal and that it is appropriately monitoring the associa�on sector; and (5) establishing and implemen�ng prolifera�on finance-related
targeted financial sanc�ons.

Yemen

Since February 2010, when Yemen made a high-level poli�cal commitment to work with the FATF and MENAFATF to address its strategic AML/CFT deficiencies, Yemen has made
progress to improve its AML/CFT regime. In June 2014, the FATF determined that Yemen had substan�ally addressed its ac�on plan at a technical level, including by: (1) adequately
criminalising money laundering and terrorist financing; (2) establishing procedures to iden�fy and freeze terrorist assets; (3) improving its customer due diligence and suspicious
transac�on repor�ng requirements; (4) issuing guidance; (5) developing the monitoring and supervisory capacity of the financial sector supervisory authori�es and the financial
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intelligence unit; and (6) establishing a fully opera�onal and effec�vely func�oning financial intelligence unit. While the FATF determined that Yemen has completed its agreed
ac�on plan, due to the security situa�on, the FATF has been unable to conduct an on-site visit to confirm whether the process of implemen�ng the required reforms and ac�ons has
begun and is being sustained. The FATF will con�nue to monitor the situa�on, and conduct an on-site visit at the earliest possible date.


